





and knows the common passwords of
his victims) as the password for my
account. He’d likely be locked out
after the third or fifth or 10th try.

But if, instead, he guesses the first
and second most common passwords
against 100,000 accounts today, and
then tries the third and fourth most
common passwords against those
same 100,000 accounts tomorrow,
it is much less likely he would be
stopped, let alone detected. This is
called “horizontal password guess-
ing” since it targets many accounts at
once instead of going after just one
account at a time.

The second disadvantage of this
lock-out solution is the cost to the
financial institution. If the consumer

is following the advice of security
experts and has a different password
for all online accounts, it is likely to
take several tries to remember the cor-
rect password for his account. If he
gets locked out of his account, he will
likely respond in one of a few ways.
One possibility is, he will wait until
the account is unlocked and try again.
In this case, he will likely not remem-
ber the passwords he tried the first
time and may get locked out again.
The next possibility is, he will
call customer support and get his
account unlocked through the verifi-
cation of his identity to the customer-
support agent. The final option is he
will get frustrated and either go to a
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brick-and-mortar branch to complete
his transaction or decide to use a dif-
ferent financial institution altogether.
Both the second and third options are
costly to financial institutions since
they imply either dealing with the
customer in person or losing the cus-
tomer to a competitor.

Get Organized

Registering large numbers of
accounts for money laundering or
the abuse of incentive programs
is another way these perpetrators
abuse business logic. When online
criminals register large numbers of
accounts there are, again, two main
costs to the financial institution. The

first cost is straightforward. There

Attackers can
build tools

that are both

automated
and flexible.

is expense involved in determining
which accounts are not legitimate
and shutting them down. This detec-
tion and cleanup effort uses valuable
resources that could be put to better
use looking for other types of bad
behavior or working with customers.

Then there is the hard cost. If
the criminal is able to either launder
money through the account or benefit
from the gaming of an incentive pro-
gram, this costs the financial insti-
tution real money paid out through
the incentive program and puts it at
risk for fines.

How can financial institutions
combat the abuse of their sites’ busi-
ness logic? The first step is to obtain

a full understanding of the cost. One
way to do this is to look at the secu-
rity measures you have in place, like
account locks following incorrect
password attempts, and determine
how much they cost versus the ben-
efit they are providing.

This will require looking at cus-
tomer support, customer attrition,
cleanup, and hard costs. Questions
to ask include: How many customer-
support calls are received to unlock
an account? How much does each of
these calls cost? What is the customer’s
activity following one of these calls?
Does it increase or decrease? For the
accounts that are locked and there is
no subsequent customer-support call,
what is the account activity follow-
ing the lock event? How many locked
accounts never get unlocked? What is
the average time from the lock event to
when the account is unlocked?

How many people work on clean-
ing up accounts that were registered
fraudulently? How much time does
this take? Are there hard costs asso-
ciated with the mass registrations
of accounts?

Once the costs of these inci-
dents are understood, it’s impor-
tant to find ways to respond at the
same level as the attacks. Response
mechanisms must be as flexible and
as automated as the attackers’ tech-
nology. Unfortunately, hard coding
blocks against specific IP addresses
is no longer enough to keep the bad
activity at bay.

Finally, financial institutions, and
owners of other Web sites, need to
become as organized as the attackers.
If these sites shared data about attack
vectors, specific data associated with
attacks, and so on, we would be
working together in the same man-

ner the criminals work together to
attack us. [11
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